Windows 10/11 23H2 22631.3296 March 12
2024 update causing machine to run slow

On March 12, 2024, Microsoft released 23H?2
AKA KB5035853 Windows build 22631.3296
update for Windows which is a feature
release combined as an Servicing stack
updates (SSU) & latest cumulative update
(LCU). This update addresses several things,
and it is not removable unless you had a full
backup however it will get damaged with a
previous rollback of a System Restore Point
and otherwise you can't remove it as it is

a SSU. For more details see:

https://support.microsoft.com/en-gb/topic/march-12-2024-kb5035853-0s-builds-22621-3296-
and-22631-3296-a69ac07f-e893-4d16-bbel -

554b7d9dd39b?ranMID=24542 &ranEAID=kXQk6*ivFEQ&ranSiteID=kXQk6.ivFEQ-
9yCJxgHmreyAp9oxJ1mdkeg&epi=kXQk6.ivFEQ-
9yClxgHmreyAp9oxJImdkg&irgwe=1&OCID=AIDcmm549zy227 aff 7593 1243925&tduid=
%28ir ixq00rg3hwkfd31hunp00qdbuv2xdzcdzlzuggbx00%29%287593%29%281243925%29%
28kXQk6.ivFEQ-

9yCJxgHmreyAp9oxJ1mdkg%29%28%29&irclickid= ixq00rg3hwkfd3lhunp00qdbuv2xdzcdzlz

uggbx00

https://support.microsoft.com/en-us/topic/march-12-2024-kb5035853-0s-builds-22621-3296-
and-22631-3296-a69ac071-e893-4d16-bbel-554b7d9dd39b



https://docs.microsoft.com/windows/deployment/update/servicing-stack-updates
https://docs.microsoft.com/windows/deployment/update/servicing-stack-updates
https://learn.microsoft.com/en-us/windows/deployment/update/servicing-stack-updates
https://support.microsoft.com/en-gb/topic/march-12-2024-kb5035853-os-builds-22621-3296-and-22631-3296-a69ac07f-e893-4d16-bbe1-554b7d9dd39b?ranMID=24542&ranEAID=kXQk6*ivFEQ&ranSiteID=kXQk6.ivFEQ-9yCJxgHmreyAp9oxJ1mdkg&epi=kXQk6.ivFEQ-9yCJxgHmreyAp9oxJ1mdkg&irgwc=1&OCID=AIDcmm549zy227_aff_7593_1243925&tduid=%28ir__ixq00rq3hwkfd3lhunp00qdbuv2xdzcdzlzuggbx00%29%287593%29%281243925%29%28kXQk6.ivFEQ-9yCJxgHmreyAp9oxJ1mdkg%29%28%29&irclickid=_ixq00rq3hwkfd3lhunp00qdbuv2xdzcdzlzuggbx00
https://support.microsoft.com/en-gb/topic/march-12-2024-kb5035853-os-builds-22621-3296-and-22631-3296-a69ac07f-e893-4d16-bbe1-554b7d9dd39b?ranMID=24542&ranEAID=kXQk6*ivFEQ&ranSiteID=kXQk6.ivFEQ-9yCJxgHmreyAp9oxJ1mdkg&epi=kXQk6.ivFEQ-9yCJxgHmreyAp9oxJ1mdkg&irgwc=1&OCID=AIDcmm549zy227_aff_7593_1243925&tduid=%28ir__ixq00rq3hwkfd3lhunp00qdbuv2xdzcdzlzuggbx00%29%287593%29%281243925%29%28kXQk6.ivFEQ-9yCJxgHmreyAp9oxJ1mdkg%29%28%29&irclickid=_ixq00rq3hwkfd3lhunp00qdbuv2xdzcdzlzuggbx00
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Here is the official Health page from Microsoft so you can find out issues and
solutions: https://learn.microsoft.com/en-us/windows/release-health/

So how do we go about fixing it?

Part#1

Here is a computer that had the issue and we performed a system restore to put it back to the way
it was before the update. Here you can see since then, it is trying now to install the update again:

Windows Update > Update history

Feature Updates (9)
Windows 11, version 23H2 (4)
Failed to install on 3/31/2024 - 0xB0243007

Windows 11, version 23H2 (3)

Failed to install on 3/30,2024 - OxBO248007

Windows 11, version 23H2 (4)
Failed to install on 3/28,/2024 - OxB024E007 %

‘Windows 11, version 23H2 (3)
Failed to install on 3/28,2024 - OxE0248007

Windows 11, version 23H2 (4)

Failed to install on 3/27,/2024 - OxBO248007


https://learn.microsoft.com/en-us/windows/release-health/

Another clue about the update is you might find in the C:\ drive a Windows.old folder with a
date of when it

S Windows [C) * +
& > 9 (o] [J * ThisPC > Windows(C) @
&) New Tl Sort = Wiew
"J Gallery Mame - Date modified Type i
5 d Misigm - The W. Drrivers 12/26/2023 2:21 PM File falder
Qutlock DB 1272272023 %35 AM File folder
@ Desitop + Perflogs 562022 10:24 PM File folder
) Downloads # Program Files 3/31/2024 210 PM File felder
=] Documents # Program Files (x86) 37232024 4:16 AM File folder
PN Dictures + SWTOOLS % 1272272023 4:21 PM File folder
© Music » TempPath 122272023 3:03 PM File folder
n Videns » Users 372872024 4:59 PM File felder
Windows 3/31/2024 11:40 PM File falder
v B ThisPC Windows.old 3743/2024 418 AM File folder
occurred. .+ E Windewe e

Example: If we run Winver.exe, you will see that it does have 23H2 on it, but not actually
running the new KB5035853 correctly which is essentially 23H2 with KB5035853 or Build
22631.3296 . This is misleading in this case as when the restore point was done I believe that
this portion is now partially installed.

About Windows *

e Windows 11

Miarosoft Windows
Version 23H2 {05 Build 22631, 3298)
& Microsoft Corporation. Al rights reserved,

The 'Windows 11 Pro operabng system and its user interface are protected
by trademark and other pending or existing inte=lectual property rights in
the Urited Stales and ather countriss fregions.

This product is boersed undier the Moosoft Software License

Terms bo;

USET name
org name

Here are the steps that I believe resolve the issue.



e Open elevated CMD prompt as administrator

e Run SFC /SCANNOW For details on what SFC is and how it works,
see https://support.microsoft.com/en-us/topic/use-the-system-file-checker-tool-to-repair-
missing-or-corrupted-system-files-79aa86¢b-ca52-166a-92a3-966e85d4094¢

e [ am expecting results to be

B Adminstratos Command Prompt

ake some time.

this:
o Since we see that there is file corruption and Windows fixed it, we will first reboot the
computer and then we will check it again. So reboot now.
e Once the machine has rebooted Go back to step 1 and

BEX Administrator: Command Prompt

proceed. |
e NOTE: If is found, great! . If not, proceed to part 2.

Part #2. Repairing a corrupt OS
Check file integrity

Before performing the repair process, you’ll first want to check and see if there are any issues
with the Windows image. There are two different ways to check the integrity of system image
files. One is via check health, and the other is scan health.

e Check Health: Open an elevated Command Prompt and type DISM /online /cleanup-
image /checkhealth. This is a quick scan and will determine if the image is repairable.

e Scan Health: Open an elevated Command Prompt and type DISM /online /cleanup-
image /scanhealth. This will check if there are any corruptions detected. Like the
check health command, this will not repair any errors.

e Analyzes the Windows Update component store to see which old update files can be
removed: Dism /Online /Cleanup-Image /AnalyzeComponentStore

o Starts the cleanup process manually to remove old update files: Dism /Online
/Cleanup-Image /StartComponentCleanup


https://support.microsoft.com/en-us/topic/use-the-system-file-checker-tool-to-repair-missing-or-corrupted-system-files-79aa86cb-ca52-166a-92a3-966e85d4094e
https://support.microsoft.com/en-us/topic/use-the-system-file-checker-tool-to-repair-missing-or-corrupted-system-files-79aa86cb-ca52-166a-92a3-966e85d4094e

Repair corrupted files

If there are any corrupt or missing files after performing one of the scans mentioned above, you
can repair them automatically. Your computer will need to be connected to the Internet for the
files to be automatically restored. If not, you’ll need to download the Windows ISO file and
install the update manually.

e Open an elevated Command Prompt and type DISM /online /cleanup-image
/restorehealth.

o This process can take a little while, so make sure not to close the Command
Prompt. It may look like it’s stuck, but this is normal behavior.

e Once the scan is complete, your system will automatically connect to the Windows
Update service to download and replace the corrupt files.

e Ifyou want to have DISM repair itself from the SxS catalog (Local Windows Update
packages), run DISM.exe /Online /Cleanup-Image /RestoreHealth
/Source:C:\Windows\WinSxS /LimitAccess

e Now run SFC /SCANNOW and validate that you have no errors.

Repair corrupted files manually

On the very rare occurrence that DISM fails to repair corrupted files correctly, or if you aren’t
connected to the Internet, you’ll need to fix them manually. Check out Microsoft’s support pages
to learn more on configuring Windows repair sources and repairing Windows images.

Here is a quick rundown.

e Download the latest ISO for Windows 11 from https://www.microsoft.com/software-
download/windows11 When you go to that site, scroll towards the bottom and download
Windows 11 Disk Image (ISO) for x64 devices. Currently it is
named Winl1l_23H2 English x64v2.iso

e Once downloaded, in the file explorer, right click on the file and select properties. Then

Security: Ths ik f nother
cnr?nj.eﬂr:: 'lr:;:tdba blacked to 89 Unblock
help protect this computer /
select the box that says unblock. % and hit OK.

e Now double click on the ISO file which will cause Windows 11 to mount the ISO as a
drive letter.

e Now we need to know which index to select. An index is a particular flavor of the OS,
like Home, Pro, etc. ads the ISO contains multiple versions on it.

e Open an elevated command prompt. Type in the following, where the drive letter is the
mounted ISO from step 3. Dism /Get-Imagelnfo /imagefile:E:\sources\install.wim and


https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/configure-a-windows-repair-source?view=windows-11
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/repair-a-windows-image?view=windows-11
https://www.microsoft.com/software-download/windows11
https://www.microsoft.com/software-download/windows11

this is what you will

B Administrator: Command Prompt

11 Home

ion
Education

Windows 11

Wir

see
e From that list, determine which index # matches your operating system. In our example,
we are using Windows 11 Pro, so index # is 6.



Now from the elevated command prompt, type in DISM /Online /Cleanup-Image
/RestoreHealth /source:E:\Sources\Install.wim:6 /LimitAccess where the /source:E: is
the drive letter of the mounted ISO.

If you are still running into errors I suggest running the Windows Update Reset Script.
You can obtain it

here https://www.majorgeeks.com/files/details/reset windows_update_agent.html and
then select option

[T Administrator: Reset Windows Update Tool.

Now run DISM /online /cleanup-image /restorehealth

If, after doing this you still run into errors or it can't restore the health, then you will need
to boot off the Windows 11 ISO and repair the operating system Offline. This guide does
not address this. Here is a link that provides details of

this: https://www.itechguides.com/dism-exe-online-cleanup-image-restorehealth-what-it-
is-and-how-to-use/

Part #3 - Resolution once your OS is healthy

I suggest first running Windows Updates and verifying that we are up to date. In my
sample machine, Windows updates are not installing correctly. This could have been


https://www.majorgeeks.com/files/details/reset_windows_update_agent.html
https://www.itechguides.com/dism-exe-online-cleanup-image-restorehealth-what-it-is-and-how-to-use/
https://www.itechguides.com/dism-exe-online-cleanup-image-restorehealth-what-it-is-and-how-to-use/

because the OS had corrupt files that we fixed with SFC /SCANNOW. So let's run that

Windows Update

m Updates failed
&‘ | Last checked: Today, 7:59 PM

Windows 11, version 23H2
Download error - Ox80248007

Retry

now. .. .
We are looking for KB5035853 specifically. If it downloads and installs, great! If it
doesn't then we either need to manually download the update from the Windows Catalog
https://www.catalog.update.microsoft.com/Home.aspx direct link
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5035853 , or reset
Windows Update and use that to update. To reset Windows Update, go to

Part#2 item #8.

In our test machine, the Windows update did not list the March update. So we proceeded
with Part #2 item #8. Since this computer we are testing with is running Acronis for
backup we will have to manipulate Acronis with Systinernals tools and that is not
covered here. Example:

B Administrator: Reset Windows Update Tool. = O x

onis Active Protection Service

Do you want te continue this operation? (Y

With the above issue, the failure will be that the Cryptographic Services service will not
stop. I will stop it with tools. If you need assistance see Lyle.

I reset the Windows update with tool from Part #2 Step #8. Make sure to run the batch
file with elevated command prompt. Once complete, you will get

EX Administrator: Reset Windows Update Tocl.

The operation completed successfully.

Press any key to continue . . .

Then I recommend rebooting.
Now login to the computer and run Windows updates. On my test computer I ran it and
it did not find that it needed KB5035853, so I downloaded it from the Windows


https://www.catalog.update.microsoft.com/Home.aspx
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5035853

Catalog. Iran it and it stated it was already installed. I checked the Windows updates and
it was not listed in the history of the machine's updates.

Next troubleshooting step I suggest is to do an in-place upgrade of Windows 11 to
Windows 11 23H2v2. Currently Microsoft has no official documentation on what the
"v2" is. Download it from https://www.microsoft.com/software-download/windows11
and ensure you unblock it before mounting it. Then mount the ISO

Next, open an elevated command prompt and go to the drive letter of the mounted ISO.

Type in setup,exe /auto upgrade
Let the in-place upgrade run. Since the machine is running slow it is going to take longer
on the first part to get to 100%

Installing Windows 11

Your PC will restart several times. This might take a while.

*  37% complete

Once it is complete, see if the machine is now behaving correctly.
On this test machine, after the in-place upgrade I ran Windows Updates and it showed the
following items needing to be installed

Windows Update

Updates available

U Last checked: Today, 2:04 AM L\\)

Intel Corporation - Display - 31.0.101.5187 Downloading - 100%
Update for Windows Security platform antimalware platform - KB5007651 (Version 1.0.2402.27001) Installing - 0%
2023-1 Update for Windows 11 Version 23H2 for x64-based Systems (KB4023057) Downloading - 5%

Looking up update KB4023057 I found that it fixes corruption issues, Windows Update
issues, and various other things. https:/www.tenforums.com/general-support/208984-
kb4023057-disaster.html and https://borncity.com/win/2023/01/26/kb4023057windows-
update-service-components-update-kb4023057-january-2023-refresh/

So I have these updates done, going to reboot and see how system behaves. I also wanted
to mention that Core Isolation is enabled on this machine and at this point I think the fix
has nothing to do with Core Isolation. Based on my assessment the information on other



https://www.microsoft.com/software-download/windows11
https://www.tenforums.com/general-support/208984-kb4023057-disaster.html
https://www.tenforums.com/general-support/208984-kb4023057-disaster.html
https://borncity.com/win/2023/01/26/kb4023057windows-update-service-components-update-kb4023057-january-2023-refresh/
https://borncity.com/win/2023/01/26/kb4023057windows-update-service-components-update-kb4023057-january-2023-refresh/

websites about Core Isolation are just people guessing and not really knowing what
the resolution is.

Windows Update

m Restart required (estimate: 3 min)

E 1 Your device will restart outside of active hours

Intel Corporation - Display - 31.0.101.5187 Pending restart
Update for Windows Security platform antimalware platform - KBS007651 (Version 1.0.2402.27001) Completed
2023-1 Update for Windews 11 Version 23H2 for x64-based Systems (KB4023057) Completed

I then restarted. The machine behaved like it normally would. No sluggish response. I did
look in the event log and saw

Event 20, WindowsUpdateClient

General Details

Installation Failure: Windows failed to install the following update with error (x80073002: SMSSGKGI4BSP-MicrosoftWindows.Client WebExperience.

Log Mame: System

Source: WindowsUpdateClient Logged: 4172024 21538 AM

Event ID: 20 Task Category: Windows Update Agent

Level: Error Keywords: Failure Installation [/\\3
User: SYSTEM Computer: TWF-MIRIAM

OpCode: Installation

More Event Log Online Help

However that doesn't provide the update number so it is hard for me to figure out what
update that is. I was able to find this article https://support.microsoft.com/en-
us/windows/how-to-update-the-windows-web-experience-pack-in-the-microsoft-store-
al6c9bf1-f042-4dc9-a523-740ccalele60 and I followed the instructions. There were 8
updates needing to be installed. I can now see in the event viewer several updates it
needed and it downloaded and installed correctly.

System  Number of events: 427

Lev

nt
lows Update Agent

/142024 2:23:03 AM
/172024 223:01 AM Ker
4/1/2024 2:22:57 AM Wi
/172004 222:57 AM Vi
/172024 2:22:55 AM Ker
/172024 222:55 AM Wi
47172024 2:22:26 AM Wi
4/1/2024 222:26 AM
ion 47172024 222:23 AM
Information 4/1/2024 222:20 M

one.
19 Windows Update Agent
44 Windows Update Agent
16 Nene

19 Windows Update Agent

43 Windows Update Agent
43 Windowss Update Agent
16 None

ral 16 None
WindowslpdateClient 44 Windows Update Agent

Information 47172024 22218 AM
Information /142024 22215 AM WindowsUpdateClient 19 Windows Update Agent
Information 47172024 222:14 AM 43 Windows Update Agent

/142024 22214 AM
47172024 222:10 AM
4/1/2024 22207 AM
47172004 2:21:59 AM
4/1/2024 2:21:59 AM
47172004 2:21:59 AM WindowsUpdateClient

Based on the troubleshooting I have done the machine seems to be very responsive now. I
am going to say that turning ON Core Isolation is not really needed unless the end
user needs it.

43 Windows Update Agent
16 None
16 None

pdate Agent
jpaate Agent
wis Update Agent

44 Wind
a4 Wind
44 Windoy



https://support.microsoft.com/en-us/windows/how-to-update-the-windows-web-experience-pack-in-the-microsoft-store-a16c9bf1-f042-4dc9-a523-740cca1e1e60
https://support.microsoft.com/en-us/windows/how-to-update-the-windows-web-experience-pack-in-the-microsoft-store-a16c9bf1-f042-4dc9-a523-740cca1e1e60
https://support.microsoft.com/en-us/windows/how-to-update-the-windows-web-experience-pack-in-the-microsoft-store-a16c9bf1-f042-4dc9-a523-740cca1e1e60

e As a final test after opening up several apps and web, the machine behaved like it should
have. [ ran a SFC /SCANNOW AND IT FOUND CORRUPTION.

BN Administrator: Command Prompt

d them.

e Irepaired it and this time I looked at the CBS log file. I see this file corrupt:
LUL4-04-DL YLI33120, LNTO WL vuoYolae |OK] verity compiete
2024-04-21 02:33:20, Info CSI  @000@1df [SR] Repairing @ components
1924-84-81 92:33:28, Info CSI  ©8@881e@ [SR] Beginning Verify and Repair transaction
2024-84-@1 82:33:28, Info CSI  @@@p@lel [SR] Repair complete
2824-04-81 02:33:20, Info DEPLOY [Prp] Corrupt file: C:\WINDOWS\System32\drivers\bthmodem. sys
2024-94-21 02:33 , Info DEPLOY [Pnp] Repaired file: C:\WINDOWS\System32\drivers\bthmodem.sys
s Info Bs Session: 31897879_3513541849 initialized by client WinMgmt, external staging directory: (null)
, Info (BS  Package Format: PSFX

2024-04-21 02:34:39, Info CBS  Delte Format: ForwardOnly

1824-04-81 ©2:34:39, Info CBS  Appl:LCU package and revision compare set to explicit
1924-04-01 02:34:39, Info CBS  Package Format: PSFX

2024-04-01 02:34:39, Info CBS Delta Format: ForwardOnly

2024-84-@1 82:34:39, Info CBS  Session: 31@97879_3513541849 finalized. Reboot required: no [HRESULT = ©x@e8e0eee - S_OK]

o That appears to be the Bluetooth driver. I am unsure if that is ok to stay but it is not
hurting anything.

o [ went ahead and turned Core Isolation off and then tested the performance of the system.
It checked out perfectly fine

Based on my troubleshooting, I believe the system is now repaired and working
correctly. I believe the actual issue is the corrupt or damaged files. I have Core
Isolation off for now.
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